Three way handshake (TWH) Initiate E-mail process
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Justifications:

1. Token expire - prevents SPAMmer from collecting valid tokens

2. Client (recipient) defined Filler - filler's purpose is to use message sender’s
bandwidth, hence a cost to the sender. Needs to be client (recipient) defined
size so recipient can adjust according to their available bandwidth.

3. “Did | send this?”- prevents spoofing of From: header.
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Three way handshake (TWH) Initiate E-mail process

for non-TWH (legacy) clients

Non-TWH enabled
client sends E-mail

Y
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database
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thread?
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Delivered

Delivered

Token: Recipient
1. generate random

i attaches
2. insert database
3. attach “Filler’ token and
Filere returns to
Client defined, default sender
100K random text

Token is in message body with
text:

Your recipient has not yet
received the attached message.
You must Reply to this message
to verify your identity and have
your original message delivered.

Sender: Did |
send this?

/dev/null (trash)

Yes, replies including recipient’s
generated token

May or may

not strip off

“filler” and
resend

Justifications:

1. Token must include a plain text message with instructions for the non-TWH
client to be able to “manually” satisfy the TWH process.

2. Filler is an attachment, MAY be removed to save bandwidth.
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